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Abstract.  Recertly, opacity has proved to be a promising technique for
describing security properties. Much of the work has been couched in
terms of Petri nets. Here, we extend the notion of opacity to the model
of labelled transition systems and generalise opacity in order to bet-
ter represert conceptsfrom the work on information o w. In particular,
we establish links between opacity and the information o w concepts of
anonymity and non-interference such as non-inference. We also investi-
gate ways of verifying opacity when working with Petri nets. Our work is
illustrated by an example modelling requirements upon a simple voting
system.
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In tro duction

The notion of secrecyhas been formulated in various ways in the computer
security literature. However, two views of security have been deweloped over
the years by two separate communities. The rst one starts from the notion
of information o w, describing the knowledge an intruder could gain in terms
of properties such as non-deducibility or non-interference. The secondview was
initiated by Dolev and Yao'swork and focussednitially on security protocols[7].
The ideahereis to describe properly the capability of the intruder. Somevariants
of secrecyappeared, such as strong secrecy giving more expressivity than the
classical secrecyproperty but still lacking the expressivity of information ow
concepts.

Recerily, opacity has proved to be a promising technique for describing se-
curity properties. Much of the work has been coudhed in terms of Petri nets.
In this paper, we extend the notion of opacity to the more general framework
of labelled transition systems.When using opacity we have ne-grained cortrol
over the obsenation capabilities of the players, and we shov oneway that these
capabilities may be encaded. The essetial ideais that a predicateis opaqueif an
obsener of the systemwill never be able to establishthe truth of that predicate.

In the rst section, after recalling somebasic de nitions, we presen a gen-
eralisation of opacity, and showv how this specialisesinto the three previously
de ned variants. In Section 2, we showv how opacity is related to previous work
in security. In Section 3, we consider the question of opacity cheding. After
restricting ourselvesto Petri nets, we give somedecidability and undecidability
properties. As opacity is undecidableas soon aswe considersystemswith in nite
number of states, we presert an approximation technique which may provide a
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way of model chedking even in such cases.Finally, in Section 4, we considera
voting scheme, and shov how the approximation technique might be used. All
the proofs are available in [6].

1 Basic De nitions

The set of nite sequencesver a set A will be denoted by A , and the empty
sequenceby . The length of a nite sequence will be denoted by len( ), and
its projection onto asetB A by |jg.

Denition 1 A lakelled transition system(LTS) is a tuple = (S;L; ; So),
where S is the (potentially in nite) set of states, L is the (potentially in nite)
set of lakels, S L Sis the transition relation, and Sy is the nonempty
(nite) setof initial states.We consider only deterministic LTSs, and so for any
transitions (s;1;s9;(s;1;s°9 2 , it is the casethat s°= s%Q,

Arun of isapair (S; ),wheesg2 Sgand = I;:::l, isa nite seuene of

We will denotethe states, bysy, , and call it reachablefrom s.
The set of all runs is denoted by run( ), and the languagegenented by s
denedasL( )=f j9592 S :(So; )2run( )g.

Let = (S;L;; S) bean LTS xed for the rest of this section,and be
a set of elements called observablesWe will nhow aim at modelling the di erent
capabilities for observingthe systemmodelledby . First, weintro duceageneral
obsenation function and then, specialiseit to re ect limited information about
runs available to an obsener.

De nition 2 Any function obs: run( ) ! is an observation function. It
is called label-tasel and: static / dynamic / orwellian / m-orwellian (m 1) if
respectively the following hold (below =17 :::15):
{ static: there is a mapping obs’: L ! [ f gsuchthat for everyrun (s; )
of , obg(s; )= obsXly):::0bXly).
{ dynamic: there is a mappingobs: L L ! [ f gsuchthat for everyrun
(s; ) of ,obgs; )= obsly; )obslz;l1):::0b ;111 1).
{ orwellian: there is a mappingobs®: L L ! [ f g suchthat for every
run (s; ) of , obg(s; )= obXly; ):::obXl,; ).
{ m-orwellian: there is a mappingobs® : L L ! [ f g such that for
everyrun (s; ) of , obg(s; )= obly; 1):::0bXly; ), wher for i =
L:on, = Imaxfl;i m+lg|maxf1;i m+1 g+l :::Iminfn;i+m 1g-

In each of the alove four cases, we will often use obg ) to denote obys; )
which is possibleas obs(s; ) doesnot depend on s.

Note that allowing obs’to return allows oneto model invisible actions. The
di erent kinds of obsenable functions re ect di erent computational power of
the obseners. Static functions correspond to an obsener which always interprets

1 A nondeterministic LTS can be transformed into a deterministic one through a
relabeling that assignsa unique label to eac transition.
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the sameexecutedlabel in the sameway. Dynamic functions correspond to an
obsener which has potentially in nite memory to store labels, but can only use
knowledgeof previous labelsto interpret a label. Orwellian functions correspond
to an obsener which has potentially in nite  memory to store labels, and can
useknowledge (either subsequeh or previous) of other labelsto (re-)interpret a
label. m-orwellian functions are a restricted version of the last classwhere the
obsener can store only a bounded number of labels. Static functions are nothing
but 1-orwellian ones;static functions are alsoa special caseof dynamic functions;
and both dynamic and m-orwellian are a special caseof orwellian functions.

It is possibleto de ne state-based obsenation functions. For example, a
state-based static obsenation function obs is one for which there is obs’ :
S ! [ f g sud that for every run (s;l1:::11), we have obg(s;l1:::1,) =
obs s)obsX(s 11):::0bXs Iy:::1y).

Let us consideran obsenation function obs. We are interestedin whether an
obsener can establish a property (a predicate over system states and traces)
for somerun having only accessto the result of the obsenation function. We
will identify  with its characteristic set: the set of runs for which it holds.

Now, given an obsened execution of the system, we would want to nd out
whether the fact that the underlying run belongsto can be deducedby the
obsener (note that we are not interestedin establishingwhether the underlying
run does not belongto ; to do this, we would rather consider the property
“=run( )n ).

What it meansto deducea property can meandi erent things depending on
what is relevant or important from the point of view of real application. Below,
we give a generalformalisation of opacity and then specialiseit in three di erent
ways.

De nition 3 A predicate overrun( ) is opaguew.r.t. the observationfunc-
tion obs if, for everyrun (s; ) 2 , there is a run (s® °) 2  such that
obs(s; ) = obg(s®% ). Moreover, is called: initial-opaque/ nal-op aque /
total-opaqueif respectively the following hold:

{ thereis a predicate °over Sy suchthat for everyrun (s; ) of , we have

(s )= %s).

{ there is a predicate °over S suchthat for everyrun (s; ) of , we have
(si)= As ).

{ thereis a predicate °over S suchthat for everyrun (s;l;:::1,) of , we
have (s;li:::1h) = Us;s ly;i:is liiitly).

In the rst of alove three cases,we will often write s2  whenever(s; ) 2

Initial-opacit y has been illustrated by the dining cryptographers example
(in [4] with two cryptographers and [5] with three). It would appear that it is
suited to modelling situations in which initialisation information suc as crypto
keys,etc., needsto be kept secret.More generally, situations in which con dential
information can be modelled in terms of initially resolved non-determinism can
be captured in this way. Final-opacity models situations where the nal result
of a computation needsto be secret. Total-opacity is a generalisation of the two
other properties askingnot only the result of the computation and its parameters
to be secretbut alsothe states visited during computation.
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Prop osition 1. Let and © be two predicates over run( ). If is opaque
w.r.t. an observationfunction obsand °) , then °is opaquew.r.t. obs.

2 Opacity in Security

The goal of this sectionis to show how our notion of opacity relatesto other con-
ceptscommonly usedin the formal security community. We will compareopacity
to forms of anonymity and non-interference,as well as discussits application to
security protocols.

2.1 Anon ymity

Anonymity is concernedwith the presenation of secrecyof identit y through the
obscuring of the actions of that identity. It is a function of the behaviour of the
underlying (anonymising) system, as well as being dependert on capability of
the obsener.

The static, dynamic and orwellian forms of obsenation function presened in
De nition 2 model three di erent strengths of obsener. We now intro duce two
obsenation functions neededto render anonymity in terms of suitable opacity
properties.

Let = (S;L;; S) bean LTS xed for the rest of this section,and A =
fa;;:::;ang L be a set of labels over which anonymity is being considered.
Moreover, let ; 1;:::; n 2L befreshlabels.

The rst obsenation function, obs, is static and de ned so that obs( ) is
obtained from by replacing ead occurrenceof a by . The secondobsenation
function, obs{, is dynamic and de ned thus: let a;, ;:: ;a, (@ 0) beall the
distinct labelsof A appearingwithin  listed in the (unique) order in which they
appeared for the rst time in ; then obg ) is obtained from by replacing
ead occurrenceof &, by ;. For example,

obs’,.,4(acdke) = cd and ob§a;bg(aodba)= icd o g

Strong anonymit y In [22],a de nition of strong anonymity is preseried for the
processalgebra CSP. In our (LTS) cortext, this de nition translates as follows.

Deniton 4 s strongly anonymousw.r.t. A if L( ) = L( 9, whee ©

is obtained from by replacing each transition (s;a;;s% with n transitions:
In our framework, we have that

De nition 5 is O-anonymousw.r.t. A if, for every sgguene 2 A , the
predicate  over the runs of  de ned by

(s; )= len( ja)=len( ) " ja6

is opaquew.r.t. obs3.
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We want to ensurethat every possiblesequence (with appropriate length
restrictions) of anonymised actions is a possible sequencewithin the LTS. In
De nition 5 above, the opacity of the predicate  ensuresthat the sequence
is a possiblehistory of anonymised actions, becauseit is the only sequencefor
which the predicate is false,and so  canonly be opaqueif is a possible
seguence.

Theorem 1. is O-anonymousw.r.t. A i it is strongly anonymousw.r.t. A.

W eak anonymit y A natural extensionof strong anonymity is weak anonymity 2.
This models easily the notion of pseudo-anonymity actions performed by the
sameparty canbe correlated, but the identit y of the party cannot be determined.

De nition 6 is weakly anonymousw.r.t. A if (L( )) L( ), for every
permutation  over the set A.

In our framework, we have that

De nition 7 is weak-O-anonymousif, for every sequene@ 2 A , the pred-
icate  over the runs of introduced in De nition 5 is opaquew.r.t. obss.

Theorem 2. isweak-O-anonymousw.r.t. Ai it is weak-anonymousw.r.t. A.

Other observation functions Dynamic obsenation functions can model for
example the downgrading of a channel. Before the downgrade nothing can be
seen, after the downgrade the obsener is allowed to seeall transmissions on
that channel. A suitable formulation would be as follows.

Supposethat A represerts the set of all possiblemessage®n a con dential
channel,and 2 L nA represetts an action of downgrading that channel. Then
obg ) is obtained from by deleting ead occurrenceof a which is preceded
(directly or indirectly) by an occurrenceof . In other words, if the downgrade
action appearsearlier in the run, then the message®n the channel are obsened
in the clear, otherwise nothing is obsened.

Orwellian obsenation functions can model conditional or escraved anonymity,
where someonecan be anonymous when they initially interact with the system,
but sometime in the future their identity can be revealed, as outlined below.

Supposethat there are n identities Id;, ead identity being capable of per-
forming actionsrepresened by a 2 A. Moreover, 2 L represetts the encrypted
obsenation of any of theseactions,and ; 2 LnA represeits the action of identit y
Id; beingrevealed.Then obg ) is obtained from by replacing eat occurrence
of g by , provided that ; newver occurs within

2.2 Non-In terference

Opacity can be linked to a particular formulation of non-interference.A discus-
sion of non-interferencecan be found in [10]and [21]. The basicideais that labels

2 We believe that this formulation of weak anonymity was originally due to Ryan and
Schneider.
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are split into two sets, High and Low. Low labels are visible by anyone, whereas
High labels are private. Then, a system is non-interfering if it is not possible
for an outside obsener to gain any knowledgeabout the presenceof High labels
in the original run (the obsener only seesLow labels). This notion is in fact
a restriction of standard non-interference. It was originally called non-inference
in [18], and is called strong non-deterministic non-interferencein [11].

De nition 8 satis es non-inference if L( ) jLow L( ).

In other words, for any run (s; ) of , there exists a run (s% 0) such that
%is with all the labelsin High removed.
The notion of non-interference (and in particular non-inference)is closeto
opacity asstated by the two following properties. First, we show that it is possible
to transform certain initial opacity properties into non-inferenceproperties.

Prop osition 2. Any initial opacity problem involving static observation func-
tion can be reduced to a non-inference problem.

A kind of cornverseresult also holds, in the sensethat one can transform any
non-inferenceproperty to a generalopacity property.

Prop osition 3. Any non-inference problemcan be reduced to an opacity prob-
lem.

Non-interference in general makes a distinction between public (Low) and
private (High) messagesand any revelation of a high messagebreaks the non-
interference property. We believe that the ability to ne-tune the obs function
may make opacity better suited to tackling the problem of partial information
ow , where a messagecould provide somepartial knowledgeand it may take a
collection of sucth leakagesto move the systeminto a compromisedstate.

2.3 Securit y Proto cols

Opacity was introduced in the context of security protocolsin [15]. With one
restriction, the current version of opacity is still applicableto protocols. Namely,
sincewe require the number of initial statesto be nite, the initial choicesmade
by the various honestagerts must comefrom bounded sets.

To formalise opacity for protocols in the presert framework, labels will be
messagedle ned by the simple grammar

m = ajhm;mijfmgny

where a rangesover a set A of atomic messagestm;; m,i represerts the pairing
(concatenation) of messagesn; and my; and f m;gn, is the encading of message
m; using messagam,. A subsetK of A is the set of keys eat key k in K having
an inversedenoted by k *. The notation E ° m, where m is a messageand E
is a nite setof messagegenvironment), comesfrom Dolev-Yao theory [7] and
denotesthe fact that m is deducible from E.
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Two messagesm; and my, are similar for ervironment Ei E ~ m;
m, where is the smallest (w.r.t. setinclusion) binary relation satisfying the
following:

a2Atoms u; U vi V» E k! u v :E k! :EkO!
a a hug;vei hup; ol fuge fvok fuge fvgko

In other words, messagesre similar if it is not feasiblefor an intruder to distin-
guish them using the knowledge E. Such a notion was introducedin [2], where
it was showvn to be sound in the computational model, and its generalisation
including the caseof equational theories appearsin [1].

To state which part of a messagés visible from the outside, we will usethe
notion of a pattern [2], which addsa new message to the above grammar, rep-
resening undecryptable messagesThen, pattern (m; E) is the accessibleskeleton
of m using messagesn E asknowledgeandE * m; m,, pattern(mg;E) =
pattern (my; E). It is de ned thus:

pattern(a;E) = a
pattern (hmy; mi; E) = hpattern (mgq; E); pattern (my; E)i

( fpattern(my)gm, if E ™~ my
pattern (f migm, ; E) = .
otherwise:

To simplify the presenation, we assumethat a security protocol is repre-
serted by anLTS = (S;L;; So) (for protocolssemartics, see[14]). As proto-
colsare commonly interestedin initial opacity (opacity on the value of one of the
parameter, e.g., a vote's value), the predicate will be a suitable subsetof S;.
The obsenation function obs will be orwellian with obgl;; ) = pattern(l;; E),
where E is the set of messagesappearing in . (note that, in the caseof a
bounded protocol, an m-orwellian function will be su cien t). Then, opacity of

w.r.t. obsis equivalent to the conceptintroducedin [15].

3 Opacity Checking

Opacity is a very generalconceptand many instantiations of it are undecidable.
This is even true when LTSs are nite. We will formulate such a property as
Proposition 5 (part 4), but rst we state a generalnon-decidability result.

Prop osition 4. Opacity is undecidable.

It follows from the above proposition that the undecidability of the reachabil-
ity problem for a classof machinesgeneratingLTSs rendersopacity undecidable.
We will therefore restrict ourselvesto Petri nets, a rich model of computation
in which the reachability problem is still decidable[20]. Furthermore, Petri nets
are well-studied structures and there is a wide range of tools and algorithms for
their veri cation.
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3.1 Petri Nets

We will use Petri nets with weighted arcs [20], and give their operational se-
mantics in terms of transition sequen@s® Note that this variesslightly from the
one usedin [4] where the step sequen® semartics allowed multiple transitions
to occur simultaneously. Here, transitions are clearly separated.

A (weighted) net is atriple N = (P;T ;W) such that P and T are disjoint

nite sets,andW : (T P)[ (P T)! N. The elemens of P and T are
respectively the places and transitions, and W is the weight function of N. In
diagrams, placesare drawn ascircles, and transitions asrectangles.If W (x;y)
1 for some(x;y) 2 (T P)[ (P T), then (x;y) is an arc leading from X to
y. As usual, arcs are annotated with their weight if this is 2 or more. The pre-
and post-multiset of a transition t 2 T are multisets of places, pre y (t) and
post y (t), respectively given by

pre n (1)(p) = W (p;t) and post n (t)(p) = W (t;p);

forall p 2 P. A marking ofanet N is amultiset of places.Following the standard
terminology, givena marking M of N and a placep 2 P, we sa that p is marked
if M(p) 1andthat M (p) is the number of tokensin p. In diagrams, M will
be represened by drawing in ead place p exactly M (p) tokens (black dots).
Transitions represen actions which may occur at a given marking and then lead
to a new marking. A transition t is enable at a marking M if M pre \ (t).
Thus, in order for t to be enabledat M , for eat placep, the number of tokensin
p under M should at leastbe equalto the total number of tokensthat are needed
asan input to t, respecting the weights of the input arcs. If t is enabledat M,
then it can be exeuted leading to the marking M%= M pre y (t) + post y (t).
This meansthat the executionoft “‘consumesfrom ead placep exactly W (p;t)
tokensand “produces'in ead place p exactly W (t; p) tokens. If the execution
of t leadsfrom M to M°we write M [tiM° and call M ° reachablefrom M. A
marked Petri net = (N;Sy) comprisesanet N = (P;T;W) and a nite set
of initial markings S. It generatesthe LTS = (S;T;; S) whereS isthe
set of all the markings reachable from the markingsin Sg, T is the set of labels,
and isdened by (M;t;M9% 2 if M[tiM° The languageof isthat of

In the caseof Petri nets, there are still someundecidable opacity problems.

Prop osition 5. The following problemsare undecidable for Petri nets:

1. Initial opacity when considering a static observation function.

2. Initial opacity when considering a state-lasel static observation function.

3. Initial opacity when considering an orwellian observation function evenin
the caseof nite LTSs geneated by marked nets.

4. Opacity when considering a constant observablefunction evenin the case of
nite LTSs geneated by a marked nets.

An analysis of the proof of the last result identi es two sourcesfor the com-
plexity of the opacity problem. The rst oneis the complexity of the studied
property, captured through the de nition of . In particular, the latter may be

3 It should be stressedthat the transitions in the Petri net context correspond to the
labels rather than arcsin the LTS framework.
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usedto encade undecidable problems and soin practice one should presumably
restrict the interest to relatively straightforward versionsof opacity, such asthe
initial opacity. The secondsourceis the complexity of the obsenation function,
and it is presumably reasonableto restrict the interest to somesimple classesof
obsenation functions, such asthe static obsenation functions. This should not,
however, be consideredasa real drawbadk sincethe initial opacity combined with
an n-orwellian obsenation function yields an opacity notion which is powerful
enoughto deal, for example, with bounded security protocols (section 2.3).

What now follows is a crucial result stating that initial opacity with an n-
orwellian obsenation function is decidable provided that the LTS generatedby
a marked Petri net is nite . In fact, this result could be generalisedto any
nite LTS; i.e., in the caseof a nite LTS, initial opacity w.r.t. an n-orwellian
obsenation function is decidable.

3.2 Appro ximation of Opacit y

As initial opacity is, in general,undecidablewhenLTSs are allowedto bein nite,
we proposein this section a technique which might allow usto verify it, at least
in somecases,using what we call under/over-opacity.

Denition 9 Fori = 1;2;3, let ; be an LTS. Moreover, let obs be an ob-
servation function and ; a predicate for the runs of ; suchthat the following
hold:

(8 2run( )\ 1) (9 °2run( 2)\ ) obs( )= obs(9
(8 2run( 3)n 3) (9 °2run( 1)n 1) obs( )= obs( 9:

Then 1 is under/over-opaque (or simply uo-opaque) w.r.t. obs if for every
2run( 2)\ ,thereis °2run( 3)n 3 suchthat obs( ) = obs( 9.

Intuitiv ely, , providesan over-approximation of the runs satisfying 1, while

3 provides an under-appraximation of those runs that do not satisfy ;. One

canthen show that uo-opacity w.r.t. obs implies opacity w.r.t. obs. Given 1,

obs and 1, the ideathen is to be able to construct an over-appraximation and

under-approximation to satisfy the last de nition. A possibleway of doing this
in the caseof marked Petri nets is described next.

Uo-opacit y for Petri nets Supposethat = (N;S) is a marked Petri net,
1= , obs is a static obsenation function for ;and ;| & is aninitial
opacity predicate for ;.

Deriving over-appioximation The over-approximation is obtained by generating
the coverability graph , of  (see[9] for details), starting from the initial
nodesin Sy\ ;. The only modi cation of the original algorithm neededis that
in our setup there may be se\eral starting nodesSy\ ; rather than just one.
However, this is a small technical detail. The obsenation function obs is static
and de ned in the sameway as obs. The predicate 5 is true for all the initial
nodesSy\ 1. Crucially, , isalwaysa nite LTS.

4 Note that the niteness of LTS is decidable, and can be checked using the standard
coverability tree construction [20].
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Prop osition 6. (8 2run( 1)\ 1)(9 °2run( 2)\ ) obs( )= obs( 9.

Deriving under-approximation A straightforward way of nding under-approxi-
mation is to impose a maximal nite capacity max for the placesof  (for
example, by using the complemern place construction), and then deriving the
LTS 3 assumingthat the initial markings are thosein Son 1. The obsenation
function obs; is static and de ned in the sameway asobs. The predicate 3 is
falsefor all the initial nodesSyn ;.

Clearly, 3 is always a nite LTS. Howewer, for some Petri nets with an
in nite readability graph (as shown later on by our example), this under-
approximation may be too restrictive, even if one takesarbitrarily large bound
max. Then, in addition to using instance speci ¢ techniques, one may attempt
to derive more generousunder-approximation, in the following way.

We assumethat there are some(invisible) transitions in  mapped by obs,
to transitions, and propagate the information that a place could becomeun-
bounded due to in nite sequenceof invisible transitions. The construction re-
senbles the coverability graph generation.

As in the caseof the readchability graph, the statesin 3 are! -markings (see
the proof of Proposition 6). Then 3 is built by starting from the initial states
So n 1, and performing a depth-rst exploration. At ead visited ! -marking
M, we nd (for example,using a nestedcall to a coverability graph generation
restricted to the invisible transitions starting from M) whether there existsM >
M reachable from M through invisible transitions only®; then we setM (p) = !,
for every place p such that M qp) > M (p). Note that the above algorithm may
be combined with the capacity basedapproac and then it always producesa
nite 3. In general,however, 3 is not guaranteed to be nite.

It should be pointed out that 3 generatedin this way will not, in general,
be a deterministic LTS, but this doesnot matter as the only thing we will be
interested in is the languageit generates.

Prop osition 7. (8 2run( 3)n 3)(9 °2run( 1)n 1) obg( )= obs( 9.

Deciding uo-opacity Assuming that we have generated over- and under- ap-
proximations , and 3, uo-opacity holdsi obs(L( »)) obs(L( 3)). And
the latter problem is decidablewhenewer , and 3 are nite LTSsasit then
reducesto that of inclusion of two regular languages.

4 A Simple Voting Scheme

To illustrate our work, we give an example of a simple voting system. Another
one, inspired by an anonymity requiremernt required in the chemical industry, is
described in [6].

In this example, we considera vote sessionallowing only two votes: 1 and 2.
We then describe a simple voting schemein the form of a Petri net (see gure 1).
The voting sthemecortains two phases.The rst one called voting phase(when
there is a token in Voting) allows any new voter to enter the polling station

5 This searc doesnot haveto be complete for the method to work, however, the more
markings M ®we nd, the better the overall result is expected to be.
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Fig. 1. Net for the voting system, and below its coverability graph.

(transition NV ) and vote (transitions V 1 and V 2). Votesare storedin two places
Resultsl and Results2. A particular voter A is identi ed, and we formulate our
properties with respect to A. After an indeterminate time, the election ernters
the counting phase(when there is a tokenin Counting, after executingtransition

C, and no tokenin Voting). Then the di erent votesare courted. Votesfor 1 are
seenvia transition C1 and vote for 2 via C 2. This net hasoneobvious limitation.

At the end, there still can be sometokensleft in placesResultsl and Results2
so this sthemedoesnot ensurethat every vote is counted.

We want to verify that the vote cast by A is secret:the two possibleinitial
markings aref Voting; 1g and f Voting; 29. We provethat it isimpossibleto detect
that \1" was marked (a symmetric argumert would show that it is impossible
to detect whether \2" was marked). The obsenation function is static and only
transitions C1 and C?2 are visible, i.e., obgC1) = C1, obgC2) = C2 and
obgqt) = for any other transition t.

To verify opacity, we will use the under/over approximation method. The
coverability graph (over-approximation) can be computed (see gure 1) using,
for example, Tina [24]. After application of the obsenation function and simpli -
cation, we obtain that obs(L( 2)) = fC1;C,g (seesection3.2for the de nition

of 2.)
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However, the simple under approximation using bounded capacity placeswill
not work in this case,as for any chosenmaximal capacity max, the language
L( 3) will be nite whereasobs(L( »)) is innite. Thus, we use the second
under approximation technique. The following array represeits the reacable
states of the system starting from marking f Voting; 2g using this technique.

Waiting Voting Resultsl Results2 1 2 Counting
A ! 1 ! ! 01 0
B ! 1 ! ! 00 0
C ! 0 ! ! 0 1 1
D ! 0 ! ! 0 O 1

The behaviour of this reachability graph, i.e. obg(L( 3)), is simple:

Ah —»IB
C2 * C1 Ci * C2

C D

Thus, the under-appraximation is in this case:obsg(L( 3)) = fC1,C2g,
and soobs(L( 7)) obs(L( 3)) holds. We can how concludethat opacity of
w.r.t. obsis veried and sothe vote cast by A is kept secret.

5 Related Work

Concepts similar to opacity have been studied using epistemic logics, or logics
of knowledge[8]. Theselogicsinclude a \kno wledge" operator, represeting the
casewhere an agent knows a fact, and are particularly suitable for reasoning
about security within a multi-agent context [16,12,3]. The semartics can given
within a \p ossibleworlds" model: an agert knows a fact in a given world if it
is true in every world that the agen considerspossible.Opacity appearsto be
closely related to this knowledge operator, in that a property is opaque when
the obsener cannot be sure that it is true (seealso below). That is, there is a
world (a high level trace) that the obsener considerspossible,in which the fact
does not hold. In [25] the notion of ignorance is deweloped, where an agert is
ignorant of a fact when it cannot say for certain either that  holds or that

holds. In our terms, an agernt would be ignorant of if both and: were
opaque.

There is a clear and strong relationship betweenour work and that contained
in [13], and through it alsowith that in [8]. For example, nal-opacit y could be
understood, using the terminology of [13], in the following way. To start with,
we assumethat an agen i is modelled by our obs function and, for every point
(r;m), we have r;(m) = obgr;m). In other words, the i-th agert (in the sense
of [13]) is observing the system. To model predicates within our approac, we
then useinformation functions of [13], saying that f is such a function and, for
every point (r;m), f(r;m) returns a true or false value which only dependson
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the m-th state of the run r. Then, applying De nition 3.3 of [13], results in

the following rendering of our notion of nal-opacity: \for every point (r;m)

there is another point (r%m9% sud that obg(r;m) = obg(r%m% and f(r;m) =

: f(r%m9". Indeed, this looks very similar to the de nition usedby us, but is
in fact strictly stronger, sinceour de nition should correspond to the following:

\for every point (r;m) with f(r;m) = true, there is another point (r% m9 sud

that obg(r;m) = obs(r®m9 and f (r%m% = false". And the notion basedon
De nition 3.3 of [13]is basically equivalert to opacity of both f andf%= : f.We
therefore feel that there is no straightforward way of embedding our approac

within that proposedin [13] (and soalso[8]). We also feel that the basicreason
behind this is that our notion of information hiding is “asymmetric' in a sense
that di erent valuesare obscuredin possibly di erent ways. To make this more
concrete,we could proposea slight modi cation of the de nition from [13]along
the following lines:

Assumeadditionally that for every v in the range of f there exists pos-
sibly empty set Mask(v) of valuesin the domain of f. Then, if f is a
j-information function, then agen j mantains f-secrecyw.r.t. i in sys-
tem R if, for all points (r;m) and valuesv 2 Mask(f (r;m)) there is a
point (r%mY sudh that ri(m) = rq(m% and f(r%m9 = v.

Intuitiv ely, Mask(v) providessu cien t obscurity from the point of view of agert
j about the actual value of v. In our casewe could then set Mask(true) = false
and Mask(false) = ? (the latter to indicate that we do not care about the
states where our predicate is false). And nal-opacit y would then be expressible
using the modi ed de nition. Our hypothesisis that such a modi cation consti-
tutes an interesting true weakening of the security notion discussedin [13], and
consequetly it desenesan investigation in its own right.

6 Conclusions

We have preseried a general de nition of opacity that extends previous work.
This notion is no longer bound to the Petri net formalism and applies to any
labelled transition system. However, restricting ourselwes to initial opacity in
the caseof Petri nets allows usto nd somedecidability results. Furthermore,
in this generalmodel we can showv how opacity relatesto other information ow
properties such as anonymity or non-inference.

Non-decidability results shaw that the opacity problem is a complex one. Its
complexity is related to the complexity of the cheded property, the complexity
of the adversary's obsenational capabilities and the complexity of the system.
The rst point can be addressedby consideringinitial opacity which is still very
expressie. The secondone can be simplied by considering only n-orwellian
obsenation functions. To solve the third problem, we can restrict ourselesto
nite automata but this causesus to losesigni cant expressie power.

In the caseof in nite Petri nets, over- and under- approximating givesa way
of cheding opacity. This technique works well in the caseof our voting example.
We intend in future work to nd a better abstraction for Petri nets and some
well suited abstractions for other formalisms.
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Someof the work done within epistemiclogic hasbeenwith a view to model
cheding (see[17,19,23] for recert examples). Automatic veri cation is alsoan
important goal of our work, and so exploring the connectionsbetweenepistemic
logic and opacity should prove a strong basisfor further researd.
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