Requirements Evolution
From Processto Product Oriented M anagement

Stuart Anderson and Massimo Fdlici®

LFCS, Division of Informatics, The University of Edinburgh
Mayfiled Road, Edinburgh EH9 332, United Kingdom
{soa, nmas}@lcs. ed. ac. uk

Abstract. Requirements Evolution represents one of the maor problems in
developing computer-based systems. Current practice in  Requirement
Engineering relies on process-oriented methodologies, which lack of product
features. The resulting scenario then is a collection of genad methodologies,
which do not take into account product features that may enhance our ability in
monitoring and controlling Requirements Evolution. This paper shows
empirical investigations of two industrial case studies. The results point out
evolutionary product features and identify an Empiricd Framework to
analysing Requirements Evolution. This work represents a shift from process to
product-oriented management of Reguirements Evolution.

1 Introduction

The requirements process is one of the most important of the entire system life cycle.
Most of the faults into computer-based systems (the term computer-based systems
draws attention to the involvement of human participants in most complex systems)
can be traced backup to the early requirements stage when a recovery action can ill
be cog-effective [4, 5]. Hence the management of requirements is an important
activity for Software Process Improvement (SPI). It is furthermore a key action of
many maturity models applied in industry (eg., CMM [16]). Despite this
Requirements Evolution [1, 2, 10, 11, 18, 23] ill remains one of the most critica
issues for software organizations and is chalenging for research and practice in
Requirements Engineering [14, 25].

Current practice in Requirements Enginering [20, 22, 27] rdies on generd
processes (eg., dicitation, verification, etc) and methodologies (eg., standards and
templates for specifying requirements) that are adapted according to specific needs by
plugging in other generd processes (eg., task analyss) and methodologies (eg.,
forma methods). This view can be redly aticulaled and complex depending on the
indudtrial context. Thus within industrial contexts Requirements Engineering practice
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is a collection of processes and methodologies driven by stakeholders. The resulting
view lacks in taking into account product festures that may enhance our ahility in
enginering requirements for evolving systems. Current practice in  engineering
requirements demands a shift from process to product-oriented engineering [26].
Unfortunately this shift in Regquirements Enginering has not yet been fully
registered. The lack of product perspectives in managing Requirements Evolution
gives rise to issues degrading both software process and product in terms of
dependability. This view becomes even more complex within safety-criticd contexts
in which evolution can lead to undependable Stuations [15, 24] causing loss.

Our work is based on investigations of live industrial contexts to devise product-
oriented approaches supporting Requirements Evolution. This paper shows a product-
oriented anadlysis of Requirements Evolution in two industrid case studies. The paper
is dructured as follows. Section 2 introduces the two case studies. The research
methodology in Section 3 has driven the empirical analyses presented in Section 4.
Section 5 summarises the conclusions and identifies further work.

2 Indudrial Case Studies

This section introduces two industrid case studies, an avionics and a smart card case
study, which have contributed to our work. The investigation of different industria
case dudies is motivated by our research hypotheses. Our work aims to characterise
industrial  settings in order to identify product-line methodologies [26] for
Requirements  Evolution. Origins of Requirements Evolution can be identified in
sakeholder [18] interaction, which characterises the industrid context, and technicd
isues [10, 14, 23]. The link among dsakeholder interaction, technicd issues and
Requirements  Evolution is dill vaguely understood. The andysis of different case
studies ams to identify product features that may enhance our ability in monitoring
and controlling Requirements Evolution to devise computer-based systems. Our
interest is in differences and commondities across indudtria contexts. This ams to
define taxonomy of evolution in indudtria contexts, which may be characterized by
evolving patters for product-lines. This work contributes to identify dependable
Requirements Evolution in terms of process and product, that is, dependable process
for deploying evolving sysems and Requirements Evolution enhancing system
dependability. The following subsections introduce the two industrid case <udies,
which provide interesting aspects due to their dringent requirements (eg., safety and
security) and to their product -line nature.

21 AnAvionics Safety-Critical Case Study

The description of the avionics case study identifies critical features with respect to
evolution. We describe the case study in generd terms, because our focus is on
methodologies. On the other hand the case study provides practica issues that may
interest practitioners and researchers. The following features are identified in the case
study.



Safety Requirements. A system safety assessment analyses the system architecture
to determine and categorise the falure conditions. Safety related requirements are
determined and flowed down to the software and hardware requirements.

Functional and Operational Requirements. The customer provides the system
requirements, which contain information needed to describe the functiond and
opeationa requirements for the software. This includes timing and memory
condraints and accuracy requirements where applicable. Requirements aso contain
details of inputs and attputs the software has to handle with specia reference to those
where non-standard data formats are used.

Software Development Process. The bulk of the software development task can be
split into two broad areass, that of software design and code and the other of
verification. Two man elements serve to complicate the gtuation. Firstly there are
feedback loops occurring due to problems or modifications. Secondly there is an
expanson of information down the desgn chain to the code As design progresses,
the software requirements are patitioned into smaler more managesble items. This
fragmentation is adso reflected into further down activities (eg., testing) and
deliverables (eg., code). There is a grict policy for configuration management, which
ds0 requires maintaining tracesbility on the project to ensure that the find code is
complete and consstent with its higher-level requirements, and the verification has
been peaformed on the correct standard of the find code Software veification
consists of two main elements testing and review/andyss. At the start of the project,
the verificaion activities have been planed in specific documents detailing the level
of verification performed at each phase of the software devel opment.

Product-Line Aspects and Standards. Hardware dependent software requirements
aise not from the system requirements directly but from the implementation of those
system requirements. This is normaly due to the way that the hardware has been
desgned to meat its requirements and as an indirect result of safety related
requirements. The hardware dependent <oftware requirements characterise  the
specific  product-line in terms of hardware condraints and safety requirements. A
certification plan for software is the primary means used by the designed authorities
to assess whether the software development process proposed is commensurate with
the software level proposed. The plan of the case study has been produced according
to the specific guideinesin the sandard RTCA/DO-178B [21].

Evolution and Maintenance. During the devdopment life cycle changes and
modifications arise causng feedback loops. As the size and the scope of these
changes will be different for each modification and for each project, only generd
guiddines have been defined. For modifications to a certified sandard of software the
full life cycle process of testing and reviews should be complied with. The extent to
which dl activities have to be repested will depend upon the time dapsed since
certification. Modfications that are introduced prior certification will be incorporated
during the development life cycle.



22 A Smart Card Case Study

People use smart card systems in their daly life. Credit cards, Pay-TV systems and
GSM cads ae some examples of smat card systems. Smart card systems provide
interesting case dudies of didributed interacting computer-based systems. Behind a
simple smart card there is a complex distributed socio-technicd infrastructure. Smart
card sysems are

Real-Time Systems. The transactions of smart card sysems occur in red-time with
most of the services operating on a 24-hour bass. The availability of smart card
systems is fundamenta to support business (eg., emoney) and obtain customer
satisfaction.

Interactive Syssems. Most of smart cad sysems operate on demand. The request of
any sarvice provided depends on amost random human factors. Operational profiles
show that human-computer interaction turns to be one of the critica factors for smart
card systems.

Security Systems. Smat card systems often manage confidentia information (eg.,
bank account, personal information, phone credit, etc.) that need to be protected from
malicious atacks.

The consdered smat card context is cetified according to many qudity and
security  standards. Among  these its management  process conforms to  PRINCE2.
PRINCE' (PRojects IN Controlled Environments) is a structured method for project
management [6]. It is used extensvely by the UK Government and is widdy
recognized and used in the private sector, both in the UK and internationaly.
PRINCE2 is a processbased project management gpproach integrating a product -
based project planning. The investigation of the smart card context ams to identify
generd agpects in requirements management. We do intend neither to vdidate any
particular methodology nor to assess the gpecific industrid context. Our am is to
identify genera practical agpects that can improve our ability in deding with
Requirements Evolution.

3 Empirical Research Methodology

Our research methodology condsts of two main steps named Empirical Analyss and
Product-oriented Refinement The Empiricd Andyss ams to gather information
from the industrid case sudies by andyses of industrid data (eg., requirements
document, data repodtory). The Product-oriented Refinement is to focus our
empiricd methodology in order to gather further information by product-oriented
andyses.

The andyses condst of both quditative and quantitative approaches. The
quditative approaches consst of stakeholder interviews focusing on requirements

1 PRINCE is a registered trademark of CCTA (Central Computer and Telecommunications
Agency).



engineering practice (eg., requirements management policy) in the industria context
and product features (eg., requirements evolution). Stakeholder interviews are dso
integrated with a Requirements Engineering Questionnaire [3] condging of 152
questions organized in terms of Business Process and Product viewpoints.
Qualitetive anayses ae furthermore performed on documents (eg., requirements
documents, history of changes, repository, etc) by inspections [9]. Findly,
quantitative approaches (eg., Software Merics [8]) am to identify additiond
information and to support empirica results obtained by qualitative analyses.

We peform incrementad empiricd anadlyses and product-oriented refinements,
that is, the empiricd andyses are incrementaly conducted by product-oriented
refinements. The better our understanding of the case study, the better our ability in
defining product-oriented analyses. The empirical results point out which product-
oriented refinements to be implemented in subsequent anayses.

4 Empirical Analyses

This section shows the results of the empiricadl andyses of the case sudies. The
andyses invedtigate different aspects of the case studies depending on the indugtria
context and the available data The andlyss of the avionics case study aims to identify
product festures characterisng Requirements Evolution, wheress the analyss of the
smat cad case sudy ams to assess viewpoints for Regquirements Evolution
management.

4.1 Avionics Case Study

The empirical investigation of the avionics case study is based on andlyses of data
repositories of requirements evolution. The am is to identify requirements properties
[1, 2] tha may enhance our ahility in controlling Requirements Evolution [1]. The
investigation goes from a generd viewpoint towards a product-oriented viewpoint.
Theincrementa investigation is summarised in what follows.

General Requirements Evolution. Figure 1 shows the totd number of requirements
changes, ie, added, ddeted and modified requirements over the 22 <oftware
rdleeses®. The trend of requirements changes does not give enough information about
evolutionary festures, but it emphasises the problem of Requirements Evolution. The
andyss of Requirements Evolution points out that requirements changes are not
uniformly spread out over the three basc changes (i.e, added, deleted and modified
requirements), in fact the total number of requirements condantly increases over the
software  releases.  This is because the requirements become cleaer to the
stakeholders, who split complex requirements into smdler and more precisdy sated
requirements. Another reason is that new requirements arise during the progress of the
project, because there are reguirements that cannot be defined a the beginning due to

2 Thereis a correspondence one-to-one between versions of the requirements specification and
softwarereleases.



lack of information. Findly, design, implementation and testing activities provide
additiona feedback to the requirements.

[l Total Number of Requirements
Added, Deleted and Modified

# Requirements Changes

0 5 10 15 20
Software Releases

Fig. 1. Number of requirements changes per software release

Taxonomy of Requirements Evolution. The inspection of the history of changes
points out the specific changes occurring into requirements. Table 1 shows the
taxonomy of requirements changes in the case dudy. Changes affect requirements
dtributes like varidbles, functiondity, explanation, traceability and dependency.
These attributes are easily collected and represented by reguirements templates (eg.,
[19, 20]). These ettributes are usualy embedded within paragraphs specifying
requirements. A dructured way of representing, collecting and  organising
requirements atributes may be useful to identify information for controlling and
monitoring Reguirements Evolution.

Table 1. Taxonomy of requirements evolution

Type of Changes
General Domain Specific Product Line
- Add, ddete and| - Noncompliance - Hadware
modify requirements - Patid compliance modification
- Explanation - Vaiadles range
- Rewording modification
- Traceability - Add, ddee rename
parametersvariables

Changes fdl into three main dases named General, Domain Specific and Product
Line. This rough classfication may help to identify requirements issues. For instance,
if changes overlap two categories, the affected requirements may need to be refined in
order to fit in one category. This may identify different evolving paths, eg., splitting



requirements in smaler and more detaled requirements or clarify (i.e. modify) ther
specifications. This is the case when there are requirements overlapping software and
hardware. The decison whether to alocate reguirements to software or hardware may
be delayed till there is a clear undersanding of the system. Hence taxonomy of
Requirements Evolution may classfy not only an industrial context, but it can be used
asatool during design to identify requirementsissues.

Requirements Evolution Measurement. Metrics [8] may be used to quantify some
properties monitoring Requirements Evolution. The sandard IEEE 982 [12, 13]
suggests a Software Maturity Index to quantify the readiness of a software product.
The Software Matwrity Index can be used for software requirements, hence a
Requirements Maturity Index (RMI) to quantify the readiness of requirements.
Equation (1) defines the RME,

RMI =% o
Figure 2 shows the RMI caculaed for dl the software functiond requirements. In
this case the RMI results to be mideading to assess the readiness of the software
functional requirements. The RMI does not have an increesing regular trend. Hence
any assessment based only on the RM1 could be mideading and risky. This result
points out that it is not obvious how to apply even widely used software metrics.
Metrics that are suitable a the software level can became unusable a the
requirements level.
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Fig. 2. Requirements Maturity Index

3 Rr quantifies the number of software requirements in the current delivery; F\’C quantifies

the number of software requirements in the arrent delivery that are added, deleted or modified
from aprevious delivery.



Functional Requirements Evolution. To provide a more detailed anadysis our focus
moves from the totd number of requirements changes to the number of requirements
changes in each function that forms the software functiond reguirements. The
software functiona requirements fal into 8 functions for which separate documents
ae mantained. Figure 3 shows the trend of the cumulative number of requirements
changes for each function. The figure points out tha the likelihood that changes can
occur into specific functions is not congtant over the software releases. An outcome of
this functiond andyss is that the function F1 is not likely to change, therefore, it
could be conddered a dable pat of the system. This aspect becomes interesting,
because the specific function describes the hardware architecture of the system onto
which the software architecture is mapped. It seems furthermore that functions that
ae likdy to change during early software releases change less during later releasss,
and vice versa. This aspect helps to relate requirements changes with the software life
cycde The different occurrences of requirements changes throughout the life cycle
points out some dependencies among functional requirements. Understanding these
dependencies may improve the requirements process.

T —8—F1 ——F2 FS
F3 —v—F4
| F5 —+—F6
—X—F7 —%—F8

F6

# Cumulative Requirements Changes
1

Software Releases

Fig. 3. Cumulative number of requirements changes for each function

Requirements Dependencies. The andyss of Reguirements Evolution per software
function points out some dependencies among functions. We have evauated the
dependencies among software functions by the number of common fault reports arose
during the software life cycle The number of fault reports overlapping pairwise
functiona requirements has quantified their dependencies. The underlying hypothesis
implies that if two functions are modified due to the same fault report, then there are
some dependencies between them. Table 2 shows the dependencies matrix that has
been obtained according the above assumption.

We take the number of fault reports in common between two functions as
Dependency Index between the corresponding requirements. For  example, the
Dependency Index between the functions F4 and F8 is 5, which means tha there have



been 5 fault reports in common between F4 ad F8. The blank entries in Tab. 2 mean
that there are not common fault reports between the corresponding crossing functions.
The requirements dependencies matrix, Table 2, gives a practica tool to assess to
which extent software functiond requirements depend each other. Moreover it
identifies those particular fault reports that trigger changes into different functions.
Thus an andysis of such identified fault reports may give important information about
requirements. In order to provide feedback into the software organisation the matrix
may be andysed to assess the ability of the organisation in identifying software
functional requirements for a system or a series of systems for a particular product-
line. A tool as the dependencies matrix supports software product-line enginesring
[26]. Future refinements over product-line projects may identify an effective set of
modular  system functions such that to reduce disturbing dependencies (eg.
Dependency Index equas to 1). Moreover the Dependency Index may be used to
refine impact changes estimates based on tracesbility.

Table 2. Requirements dependencies matrix

F1 | F1
P2l 2 [ r

F3 3 | F3

F4 | 3 1 1 [ Fa

Fs [ 1 4 2 6 | F5

F6 1 1 [ Fe

F7 1 1 1 [ F7

F8 | 1 4 3 5 9 2 F8 |

4.2 Smart Card Case Study

The analyss of the smart card case study focuses on requirements viewpoints [22].
Viewpoints provide different perspectives to manage Reguirements Evolution. The
case dudy provides the opportunity to identify hierarchica viewpoints within the
organisation to which correspond  different  levels of management and  different
requirements. Viewpoints analysis furthermore points out both process and product
divergences, which can be used for further investigations. The invedtigaion andysis
isbased on interviews and questionnaires[3].

Requirements Evolution Viewpoints. The andyds of the smat card organisation
points out three different viewpoints named Busness Process and Product
Vienpoints. They correspond to different management levels and responsibilities
within the organisation. Each level corresponds to different processes and different
requirements. All the three viewpoints together contribute to the overall management
of Requirements Evolution.

The business viewpoint is associaded to a high management levd within the
organisation. This level is where projects are originated and the interaction between
the organisation and customers takes part. Customer requirements are integrated
together with genera requirements to complete the smart card system requirements.



Requirements are then negotiated between the customer and the bureau (i.e, the
department responsible for the spinoff of smat card projects). It provides production
condraints (i.e, additionad requirements). When customer and buresu agree on the
system requirements the project is declared LIVE, that is, from this moment onward
the production of the smart cards sarts. The production is organised in terms of
subsequent  deliveries. During the production of each delivary new requirements may
aise due to feedback from users of the new smat cards (eg., mishehaves, request of
new services, etc) or to business condraints (eg., production issues, request of
additiona cards, etc.). The busness viewpoint therefore deals with the management
of system and busness reguirements, which are not directly related to software
requirements.

The process viewpoint consists of all the management processes adopted within the
organisation [6]. Every time a reguest of change aises the process for changes
management dtarts. The initid part of the changes management process is a macro-
process of the negotiation activity. If changes require some software development a
st of analyses is peformed. Each of these andyses corresponds to a different
subsystem consisting of a part of the whole smart card system. For each subsystem an
impact report is produced estimating also the cost of changes in terms of man-day.
The set of impact reports serves as bads for the negotiation of changes. The agred
software changes are given as input to the software development life cycle, which
represents the gate to another viewpoint, namely Product, in the organisation.

The product viewpoint identifies the level producing software embedded in the
smat cad sysem. Here the software follows its own development process (i.e, a V
modd [17]). Software requirements ae daborated through the process and
requirements changes are dlocated to subsequent releases of the software behind the
smat cad sysdem. At this level software changes are drawn down through the
devdopment process. Differently from the Process viewpoint that estimates changes
in terms of manday, the Product viewpoint takes into account software changes in
termsof activities (e.g., coding and testing).

Hierarchical Requirements Evolution. The three viewpoints identified within the
organisation represent a hierarchy through Requirements Evolution propagates. This
hierarchy identifies different types of requirements and their granularity. Despite this
hierarchicad  dructure  current  methodologies in  requirements  engineering  flaly
capture requirements viewpoints [22].

The interviews point out to seek different abilities to support different viewpoints.
Different responsibilities seek different types of support. The Business viewpoint
needs to support project vishility. Most of the process-oriented methodologies in
Software Engineering dlow better to plan project activities, but they do not
completely clarify the link between software features and project activities. This
motivates a shift from process to product-oriented software engineering [26]. The
Process viewpoint seeks support to enhance its management ability by measuring
(requirements) evolution. The management process registers requirements  changes,
but a quantitative gpproach to measure Requirements Evolution needs to be identified
within the specific environment.

The Product viewpoint would like to enhance its ability in identifying reusable
(product-ine) functions and repeatable processes to dlocate functions to smart card
system requirements. At this level there exist two different opponent processes. Good



practice in Software Engineering addresses that requirements are divided into smaler
and more managesble items. This triggers an information flow expanson throughout
the development process. On the other hand specific functions would be alocated to
software requirements according aso to past experience. The gap between these two
processes represents the extent to which an organisation is able to identify an optimal
and effective set of software functions. The smaler the gap, the better the ability in
reusing software functions and identifying product-line festures.

Viewpoints Analyss. The empiricd andyss aso invedigates Requirements
Engineering viewpoints by a quedtionnaire [3] to assess the general understanding of
the requirements process within the organisation. The questionnaire consists of 152
questions grouped according the categoriesin Fig. 4.

1. Requirements Management Compliance 10. Requirements Description

2. Business Tolerance Requirements 11. SysemModelling

3. Business Performance Requirements 12. Functiona Requirements

4. Requirements Elicitation 13. Non Functiona Requirements
5. Requirements Analysis Negotiation 14. Portability Requirements

6. Requirements Validation 15. Sydem Interface

7. Requirements Management 16. Requirements Viewpoints

8. Requirements Evolution & Maintenance 17, Product-Line Reguirements
9. Requirements Process Deliverables 18. Failure Impact Requirements

Fig. 4. The groups of requirements engineering questions

People with different responshiliies within the organisation filled in the
questionnaire. Figure 5 shows the profiles of the questionnaire for two persons with
smilar experience and with different respongbilities within the organisation. They
correspond to two different management levels within the organization and are
respectively associated to the Product and Process viewpoints. The questionnaire
captures how the reguirements process is interpreted from different viewpoints within
the organisation.

SW Development Manager Project Manager|

Fig. 5. Comparison of two different requirements engineering viewpoints



Figure 6 compares two similar viewpoints (i.e, the viewpoint associsted to the
project manager) with a third viewpoint (i.e,, the viewpoint associated to the software
devdlopment manager) to take into account some hias in the andyss. The smilar
viewpoints have dmilar trends, whereas there are some divergences between the
different viewpoints. The largest ones ae those associated with the groups of
questions 2, 3, 8, 15, 16 and 17 (see Fig. 4). The group 2 and 3 identify business
agpects of the requirements process. The distance between the answers to the
questions in the group 8 points out that there are different levels of confidence in the
management of requirement evolution. This is probably because the management of
changes takes into account process aspects that better fit the process viewpoint. This
is dso due to some issues in trangmitting requirements changes through the
management hierarchy within the organisation. The groups 15, 16 and 17 identify
product-oriented questions. The divergences might be due to the fact that the two
viewpoints deal with different requirements. The process viewpoint deds with sydem
requirements, which are different from the software requirements taken into account
a the product level. The software embedded in a smart card system represent one
agpect, which is not completdly visble a the process leve. These divergences
identify  product-oriented refinements for further invedtigations. They furthermore
represent awareness for the organistion. Issues arising from these divergences may
cause undependable software and process degradation.
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Fig. 6. Comparison of viewpoints

5 Conclusonsand Further Work

This paper shows two empirical analyses of two industria case studies respectively.
Our incrementd ressarch methodology aims to identify product-oriented empirica
andyses. The complexity of Requirements Evolution does not dlow adopting generd
techniques or methodologies, moreover current practice in  Requirements Engineering



has not yet fully registered a shift from process to product-oriented approaches. This
work tackles Requirements Evolution from a product point of view.

The andyss of the avionics case study points out product evolutionary festures
that improve our understanding of Requirements Evolution. The andyss gathers
information darting from a genera andyds of reguirements evolution towards a
product-oriented andysis via taxonomy of Requirements Evolution and messurement.
The andyss furthermore identifies genera practica issues and remarks that may be
investigated in other industrial contexts. The andyss of the smart card case sudy
identifies viewpoints within the organisation. These viewpoints represent not only
sources of requirements and evolutions, but dso a management hierarchy for
Requirements Evolution. Viewpoints andysis may aso identify inconsistencies in the
requirements process and aress for further investigations. Figure 7 shows the steps of
the two analyses. The joining of the two andyses identifies an Empirica Framework
to andyse Reguirements Evolution within industrial contexts. The framework conssts
of analysesthat can be repeated within industrial contexts with affordable costs.

| | Analysis I ‘ ‘ ‘ | Analysiz T | | Empirical
Framework

[ General ] [ General ] General

[ Taxonomy ] —|— [ Viewpoints ] p— [ Taxonomy ] [ Viewpoints

[ Measurement ] [ Measurement ] Measurement

[Product-oriented l [Product-oriented] Product-oriented

Fig. 7. Empirical framework for Reguirements Evolution

Further work ams to vdidate the entire framework in other empiricd
invettigetions of indudtriadl case studies. The empirical framework can then be used to
andyse indudriad contexts to enhance our &hbility in managing Requirements
Evolution. On the other hand the framework can be reversed, in the sense that it can
identify an effective way to structuring Requirements Evdution. This aspect will be
assessed by further empirical analysis aso supported by forma modelling.

In conclusion, this work identifies an empiricd framework for the andyss of
Requirements Evolution. The framework represents a valuable tool to implement a
feedback into software process and product. Such feedback is the bads for a
continuous software process improvement. The empiricd nature of the work alows
industry to benefit of our experience and studies.
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