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Medical Device Manufacturers, Standards and the Law

By Peter A Jordan BA, C.Eng., MBCS

Consultant

Introduction

Any manufacturer faces risk.  The most obvious risks arise from strong competition, excessive costs, product failures, or industrial unrest.

This paper will address the manufacturer’s safety risk:  the risk accepted by the manufacturer that in spite of their best efforts their products will cause harm to a customer or member of the public.  It will explore the question that the manufacturer has to answer: “how safe is safe?” from the point of view of different stakeholders.  What will emerge is a number of conflicting answers.  In choosing a level of safety, the manufacturer is forced to take legal risks, offering products that are not “perfectly” safe and accepting the risk of civil or even criminal liability.

The paper will explore how a medical device manufacturer might resolve conflicts between cost and safety in a real, competitive situation.

Finally, the paper will suggest ways in which the law and standards could give more help to manufacturers.

These considerations are particularly relevant to software. Software provides competitive new features.  Time to market and development costs are important, and the desire to minimise these is in direct conflict with the desire to engineer robust (and therefore safe) software.
This paper will not address ethics.  In my experience, manufacturers are not reckless or cynical about safety.  Most safety problems are cock-ups, not conspiracies.  We will assume that the manufacturer is well-intentioned, and that failings are due to errors, oversights, ignorance, shortage of time and money or poor judgement.

Views of Safety

The Patient’s View

Patients expect that when they are treated, any device that is used will not make their condition any worse. If they receive treatment that does make their condition worse, their lawyer may advise them to sue the manufacturer.  This is especially true in the USA, where lawyers can make huge fees from class actions against manufacturers.

Patients also expect that they will receive treatment promptly and locally.  This puts pressure on the clinic to purchase an appropriate number of medical devices to meet this expectation.  This generates demand on the manufacturers for cheap devices.

The Clinical User

The medical device manufacturer is a supplier in a marketplace and the clinic is a consumer. Note that in a marketplace, no one rôle has total control of safety.  The supplier and the consumer each have their own responsibilities, and they communicate via contracts, user manuals, and the supplier’s service organisation.

In this supplier-consumer relationship, the clinical consumer expects the manufacturer to design safe medical devices and to support the safe use of the device with appropriate installations, manuals, training and service.

The consumer is often seen as the innocent victim of the manufacturer’s design decisions.  However, the manufacturer of medical devices is entitled to expect the clinical user to act professionally and to ensure that only people with appropriate clinical training use the device.   This only applies to areas of clinical expertise.  The manufacturer cannot expect doctors to be experts on network installation or computer security.

The consumer wants medical devices to be easy to operate.  The clinical user may be very busy and will place heavy reliance on devices, expecting them to be reliable and often to operate unattended.

The clinical user expects devices to allow them opportunities for informed intervention, especially when the function of the device is hidden.  This intervention may be as simple as stopping the device when it threatens to do something inappropriate.  From the manufacturer’s point of view, a well-designed opportunity for informed intervention is a way of handing over legal risks to the clinical user.  If the clinical user cannot monitor the device, or cannot stop it, or cannot understand its operation, then the manufacturer takes responsibility if something goes wrong.  We will return to the subject of informed intervention.

The Law

In law, the medical device manufacturer has a duty of care to many different people:

· employees
must work in a safe environment; not a big problem with software engineers.

· users
must not be endangered by the medical device.

· patients
must not be endangered by the use of the device, except where the danger is intrinsic to the treatment; then the physician is permitted to use risk/benefit analysis in consultation with the patient.

For the medical device manufacturer, the problem is that the law puts no limit on safety.  What does “safe” mean when the medical device is used in a treatment that has intrinsic dangers and requires expert application by the clinical user?  In practice, the manufacturer is obliged to sell potentially hazardous devices to users who may not follow their instructions when using the device.

Medical devices have developed to a very interesting stage.  In order to provide better safety or greater efficiency or effectiveness, software is becoming a key component of many medical devices.   Software may:

· automate work-intensive functions;

· perform safety-critical tasks, including maintaining life;

· detect and prevent unsafe states;

· operate alarms.

This carries with it new hazards.  The law (as modified by regulation and common practice) recognises the importance of “informed intervention” in medical practice.  If a clinical user has a reasonable opportunity to detect and prevent an unsafe state then the medical device manufacturer does not expect to be sued for their failure to do so.  Of course, the manufacturer has a duty to provide instructions and training to the user to support the “informed intervention”.  The manufacturer also has a duty to avoid such unsafe states where possible.

The design of software in medical devices presents difficult choices.  If an unsafe state is detected by software, then such detection must be absolutely reliable and must lead without fail to a safe state.  Is partial detection of unsafe states a good idea?  The manufacturer may be blamed for not providing such detection, or they may be blamed for making the user over-reliant on the software.

Another problem is automation of treatments.  When the automation merely improves the user’s productivity, the problem is not great.  However, when the software does something that a user could not do, then it may be very difficult to make the operation of the software visible.  This means that incorrect clinical actions may be performed without being discovered, sometimes for years and affecting thousands of patients.

The Purchaser

Clinics purchase medical devices to meet their requirement at the minimal cost.  This puts pressure on manufacturers to design to a price.

A purchaser will not pay twice as much just to get a safer device.

However, the purchaser may pay twice as much if the device can treat three times as many patients in a day or can handle a wider range of treatments.  This leads to a demand for more complex software.

The Regulator

In most jurisdictions, the medical device regulator will be empowered by law to enforce both the law and good practice.

A typical regulator will:

· audit against process standards

· approve equipment

· run an adverse incident reporting system

· promote relevant standards

The current trend is towards self-certification of devices by the manufacturers.  This means that, when permitted by law, the manufacturer claims compliance to relevant standards, and is subject to process audits by the regulator or their surrogate.  The manufacturer takes the risk that after release of a device the regulator will determine that the device is unsafe.

Note that the acceptance of a product or process by a regulator does not prevent blame for accidents falling on the manufacturer later.  For example, you can’t say “our product is safe enough because it has FDA approval”.  You can say “when we developed our product we submitted it and our processes to examination by the FDA, who permitted it to be marketed, and this shows that we acted responsibly and that the FDA believed the product to be sufficiently safe at the time.”

On the other hand, if the regulator investigates adverse incident and reports failings by the manufacturer, then a civil lawsuit against the manufacturer based on those failings is almost certain to succeed.

Manufacturers should assume that the regulator is never wrong, even when they contradict themselves.

The Standards Writer

Standards promote different things, for example:

· technical uniformity

· minimal performance requirements

· safety & best practice

Standards promoting technical uniformity are essential and in some ways the easiest to write.  Technical uniformity is what allows us to telephone between continents, understand technical language, drive unfamiliar cars, interconnect computers, etc.  Such standards exist in the software world.  For example, many programming languages are defined by official standards.  However, the standards that are of legal interest are the performance, safety and best practice standards.

The initiators of standards have a number of motives, in addition to the obvious one of spreading best practice throughout a particular industry sector:

· a mission to tidy the world

· a desire to control manufacturers and the commercial world

· a short-cut to adoption of academic theory

· a need for working vacations

· a desire to preach

Those who actually participate in the preparation of standards may have a further negative motivation:

· a desire to stop the standards body making mistakes

Why do manufacturers want to follow a standard?  Here are some of their reasons:

· it is required by law 

· it simplifies regulatory compliance.

· it simplifies design by reducing choice.

· it answers the question “how safe is safe?”

· it provides a “best practice” defence in law.

· it forces the competitors to adopt (expensive) good practice.

In this talk, we are concerned with the law and safety.  In this context, the manufacturer’s most urgent need is an answer to the question “how safe is safe?”.  This is one question that everyone seems eager not to answer, including the standards writer, and this is especially true of software.

How Safe is Safe? The Rôle of Standards

We have observed that the law expects products to be designed to be absolutely safe.  Any harm arising from a defective product can lead to legal action.  In a court of law, any hint that commercial or financial considerations may have influenced safety is likely to lead to condemnation.  The usual defence is to show that the design followed best practice.  A standard can establish what is best practice, and hence give an indirect answer to “how safe is safe?”.

Note that a standard only establishes best practice at the time of writing.  As soon as one manufacturer does something better, legal expectation moves on beyond the standard. 

Some standards (for example IEC 60601-1 Medical electrical equipment Part 1: General requirements for safety) attempt to define adequate safety in terms of redundancy.

IEC 60601-1 requires the design to be such that a single failure cannot cause harm to the patient.  This means duplication of parts.  Examples include:

· A heavy medical device can collide with the patient, causing severe injury.  A touchguard is fitted to the leading edge of the device that automatically stops movement when it comes in contact with an obstruction.  

· A part’s position is critical to safety and is detected by software.  The position can be represented by condition of 3 switches.  The hardware provides 4 switches so that the software can detect failure of one switch.

· Software provides a command path from the user to the clinical action of a device.  An independent monitoring path reads back the condition of the hardware and displays it to the user. 

Of course, some clever design is needed to ensure that common-cause failure (for example failure of the hardware on which all software runs) does not remove the redundancy.

Recognising that there are numerous parts of the design where the “single-fault rule” would be impractical, IEC 60601-1 allows some exceptions.  For structures, the mechanical design is required to be either 4 times or 8 times stronger than the minimum to do the job, depending on the application of the part.

The standard permits “high integrity components” to be used where failure of a single component could cause harm.  A high integrity component is one whose undetected failure during the operating life of the device is unlikely.  An interesting question is whether software could ever qualify as a high integrity component.  My own opinion is that for the foreseeable future, software in medical devices will need to obey the single fault rule, and that multiple independent processes in the software may be used to ensure that a single software failure cannot cause harm.  For real-time software in medical devices, a simple hardware device might be used to detect simple unsafe conditions, for failure of a communication link.

IEC 60601-1 and its collateral standards also have performance requirements – for example there are extensive rules governing insulation and grounding when electrical connections are made to the patient.  However, there are no performance requirements for software.

Advances in safety technique have influenced the medical device field.  ISO 14971 Medical devices – Application of risk management to medical devices has introduced a modern approach with more flexibility for the designer.  The manufacturer is now required to analyse the design, identify risks, and use risk control measures to reduce each risk below a tolerable level.

This has the advantage of a universal approach covering the design of hardware, software, documentation and training courses.  It can easily incorporate the new field of human factors.  However, it takes away the comforting certainty of performance standards and prescriptions such as the single fault rule.  

Under ISO 14971, the manufacturer must start by deciding on 2 risk levels: the “broadly acceptable risk” (a risk that most people would accept as reasonable) and “tolerable risk” (the risk that is justified by the expected benefit of using the device).  In between is the “As Low As Reasonably Practicable (ALARP) area where risk should be reduced as long as the costs of doing so are not grossly disproportionate to the benefits achieved.

The manufacturer thus faces several legal risks.  The manufacturer’s choice of acceptable and tolerable risk levels may be challenged in court, or the decisions made in the ALARP region may be individually challenged.  The ALARP region is a legal trap.  The ALARP concept invites manufacturers to consider cost when making safety decisions, something that is likely to be represented in court as “putting commercial considerations before safety”.

Let me say in passing that the 3rd edition of IEC 60601-1 is now quite confused – it endorses the ISO 14971 approach but it still retains the single fault rule and specific performance and strength requirements.  Clearly there is a clash in the area of “high integrity components”.  IEC 60601-1 sees a “high integrity component” merely as an exception to the single fault rule, which remains in force, whereas ISO 14971 sees risk as a continuum, with a range of possible risk control measures which aim for appropriate (not necessarily “high”) integrity.  Redundancy, or the over-specification of a parameter such as strength, or the use of components of known reliability may achieve the appropriate integrity level.

A new software standard is in preparation – IEC 62304 Medical device software – Software life cycle processes. This requires the classification of software components according to the harm their failure could cause and then requires software processes to be chosen dependant on the classification.  This standard is aimed at acceptance by regulators.  Its success depends on being harmonised by the EU and accepted by the FDA.

Needless to say, it does not answer the question “how safe is safe” except to endorse the belief that software safety is related to software development processes.

IEC 60601-1-6 General requirements for safety - Collateral standard: Usability: Analysis, test and validation of human factors compatibility is on the point of publication.  It has a relatively small number of process requirements and a large body of tutorial on how to do human factors engineering.  Its process requirements have two elements: 

· a requirement to do risk management;

· a list of risks and concerns to be addressed by risk management.

It is the UK view that ISO 14971 already covers the risk management process for medical devices, and that IEC 60601 should therefore list the risks and concerns that relate to human factors.
Summary of Problems

Responsibility for Safety in a Supplier – Consumer Model

A medical device manufacturer is not in total control of safety.  At the point when they sell a device, they have to hand over a potentially dangerous device to people who may misuse it.  

The manufacturer usually has no contract with the patient.

Product safety standards are addressed to the manufacturer.  This means when a standard requires the user to do something, this is expressed as a requirement for the manufacturers to document safety-related information for the clinical user.  The manufacturer’s documentation is gradually growing, which has a negative effect on transfer of important information from manufacturer to user – the reader can’t see the wood for the trees.

The System Integrator Rôle

If clinics (or their contractors) assemble medical (and non-medical) devices to create a system, they are acting in an unregulated area.  We need to recognise a new rôle of System Integrator.  This is increasingly important, especially when software and computer networks are involved.  System integrators are intermediaries between manufacturers and the clinical user, and their actions may have a vital effect on software safety.  Current standards are not addressed to this rôle.  Instead, requirements on this rôle are addressed to the manufacturer, requiring the manufacturer to issue warnings to the users, who often lack the skills to interpret them.

We need new safety standards to be addressed to system integrators, requiring them to:

· install medical and other devices according to the manufacturers’ instructions;

· take responsibility for the safe design of any new system created;

· hand over any such system to the clinical user with additional documentation, training and support.  

In practice, a system integrator may be one of the device manufacturers acting as prime contractor, or a specialist department of the clinic, or a third party.  Regardless of who performs this rôle, it is important that the rôle be explicit, with clearly defined responsibilities and safety activities. 

Increased Complexity – Informed Intervention

Software is able to control complex medical treatments that would be impossible using hardware alone.  Often software is the key differentiator between competitors’ products.  However, the need for informed intervention implies that the treatment should be visible in some very simple and intuitive way to the clinical user, so that they can immediately detect an unsafe condition.

We need to move in several directions here:

· Manufacturers should keep software as simple as possible.  

· Where complexity is essential, the software’s actions should be made as transparent as possible, allowing the user an intuitive grasp of what is going on.

· Where complexity is essential and an intuitive view is impossible, we need to provide highly reliable software.

· Where unsafe conditions can arise that the user cannot detect, we need to provide reliable detection systems that terminate the unsafe state and/or ring alarms.

· Human factors engineering has a rôle in designing intuitive user interfaces and in limiting the user’s workload, especially in emergencies.

Process Standards – Helpful or Not?

If the failure of software could cause an unsafe state or if software detects and prevents unsafe states, we need the software to be very reliable.  We know that you cannot test reliability into software.  The only way to get reliability is to design it in at the beginning and then to ensure by testing and other verification that the designer’s intentions have been successfully implemented.

We therefore need two elements:

· design for safety;

· a disciplined process.

It is very difficult to write a standard for safe design.  It is much easier to write a standard for disciplined process.  We therefore have process standards such as IEC 61508, but the question of how to design for safety is only addressed in textbooks such as (Safeware: System Safety and Computers, Addison-Wesley, 1995) by Nancy Levenson.

At present, we have a lot of activity on process.  IEC 61508 claims to be a standard to be followed by each industry standard when writing software safety standards.  The medical device sector is currently working on Committee Draft 2 of IEC62304.  At present this is little more than a description of the standard software development processes, broadly compatible with the Software Engineering Institute’s CMM model.

In the medical device field, we have ISO 14971.  This is a process standard for risk management.  It describes in some detail how to organise information flow around a risk management file ensuring that risks are first identified, then reduced to an acceptable level in the design, and finally verified.

I think that disciplined processes are necessary but not sufficient.  The missing bit is design, which is difficult to standardise.  

Some Conclusions

Do We Need More Law?

I can’t imagine how the law can encourage better software.  Software is already subject to consumer law, contract law, safety law, etc.  For software which is not safety-critical, a situation has arisen where a relatively high frequency of faults in software is tolerated by users.   If the law tried to reduce this tolerance, it would kill off a lot of useful software.

In the medical device field, the law already looms over the manufacturer’s shoulder as the ultimate threat to the future of the business.  Software errors that relate to safety are not tolerated by users or by regulators, and manufacturers do not seek to avoid liability for such faults.

The law on risk-benefit analysis by physicians is quite clear, as is the legal presumption that the clinic is responsible for employing properly qualified clinical users.

Both the law and standards should recognise the rôle of system integrator.  It is especially important to recognise that the system integrator often acts as a designer of the system and that this may necessarily involve modifying the design of medical devices.  Current standards usually assume that design is complete when medical devices are released for sale.  Current law strongly discourages modification of medical devices after release.

Logic, Argument and Proof

How do we know that a design is good?  Traditionally by inspecting it.  For safety issues, I would suggest that independent safety assessment is an appropriate form of inspection.

I would suggest that manufacturers should be required by regulation to submit designs to an independent safety assessor who will examine the evidence for the safety of the design.

Such evidence should be in the form of a logical argument.  The essential elements of such an argument are:

· we have identified all potential hazards associated with use of our product;

· we have created a system architecture which eliminates such hazards as far as possible.

· we have addressed all hazards that cannot be eliminated in the architecture by other measures (for example documentation, training plans, warning notices).

I believe that there is room in such arguments for more proof.  I don’t mean proof of correctness of software.  This aims at formal proof that the software as coded will do exactly what was specified. We know that this is expensive and that the result is only as good as the specification.

We can use proof before we get to the implementation of a software specification.  Remember that safety depends on the ability to identify, detect and prevent unsafe states.  So it seems reasonable to require safe and unsafe states to be modelled as a state transition diagram.  If we do this, we can then:

· use the initial model to identify unsafe states;

· update the model as risk control measures are developed;

· demonstrate that no unsafe states remain unaddressed when the device is released.

An important safety engineering value is completeness.  State transition diagrams can easily be inspected for the following forms of completeness:

· all possible states are shown;

· all states are either safe or will lead promptly to safe states;

· all permitted transitions between states are shown;

· there are no escape routes in normal operation;

· in abnormal operation, there are routes that lead rapidly to a safe (shutdown) state.

Manufacturers respond to laws and standards in non-obvious ways.

Manufacturers normally act within the criminal law.  In other words, a manufacturer will not knowingly take an action that will immediately place it in conflict with the police or other authorities.

Manufacturers want to avoid civil lawsuits, but it is usually impossible to eliminate this risk while remaining in business.  Manufacturers therefore take legal advice to identify the legal consequences of their actions.  If the legal advice is good (and it often is not), manufacturers will devise a strategy for continuing to do business while taking some legal risks.  The safety risk is one of those legal risks: in order to compete in a marketplace, medical device manufacturers must make potentially hazardous products whose use is outside their control, and this presents a risk of being sued for damages by patients.

Medical device manufacturers are regulated.  The regulations are enforced by inspections, which may inspect the manufacturer’s organisation (quality audits) or the product (product approval).

European regulation is to be recommended.  Medical device manufacturers may under some circumstances certify that their own products comply with all relevant standards.  If they choose to do this, the regulator requires independent audits of the manufacturer’s quality system.  This contrasts with the US system where the Food and Drugs Administration issues its own badly written standards and enforces compliance by examining paper submissions.  The FDA also inspects quality systems using its own overworked and badly trained staff.  However, there are signs that the US is moving towards the European position.

So I would recommend the European system.  This depends on harmonised standards, which say how EU law should be interpreted.  I would particularly recommend the structure of responsibilities shown in the following diagram:
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Requirements in standards fall into several categories, which manufacturers will treat differently.

	Type of requirement
	Manufacturer’s response
	Comment

	Product performance
	Write requirements.
	Removes competition from consensus issues, e.g. safety.

	Design features
	Write requirements – add the features to the design.
	Removes competition from consensus issues, e.g. safety.

Can prevent innovation.

	Independent rôles
	Employ people.
	Difficult in small units.

	Methods, Techniques
	Recruit or train staff.
	Neglected area.

	Process
	Change the organisation and procedures.
	For software, processes are necessary but not sufficient.
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