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Angoaninguesion . ...
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If asoftware engineer fully ‘qualified” and experienced produces a
redly ‘good’ systemwhich neverthdess falls and causes damege, Is
hear sheliddeand if so, for hownuch?




Intracldian

Sneudesat nirsant sfvare
Trerdued e licality
Crdusas




Smeudessat truls. ..

Size metters:-
. Typical legd contract
Perhaps 20 pages and 100-500 ‘logical relationships’
e  (Onboard software o Airbus A0, AT&T main smtching softwere . ...

Perhaps 100,000 pages and unknown but very large number of
‘logical relationships’.



Smeudessat truls. ..

. Software failsfrequently. When it doesit is sometimesimpossibleto fix
. Many software failures are entirely avoidable

. Software failureis highly unpredictable

. Software development isimmature and little progress has been madein reliability in the last 25-30 years
. Many software failures can take an astonishingly longtime to appear for thefirst time

. New bespoke projects have avery low successrate

. It isdebatable asto whether softwareistangible or not

. Expert opinion islikely to differ very considerably

. Thecost of failureislimited only by theimagination. Insurance ?

. Arguably theworld’'s most reliable major software product, (the Linux kernel), fails most of the testsfor

process quality, (CMM level 1)
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TheUSSYaktonn

“W hat does ‘You have
performed an illegal act’




Nat agood decace
An Airous haingaled day

#

A Tarom airlines Airbus which performed an uncontrolled dive,
climb, roll and spin near Orly in 1995 due to ‘afault in the automatic pilot’.
The plane landed safely, a tribute to the pilots’ skill.
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Meentimetofal in Adams (1984)

Mean time to fail
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Led 1(Intid — ussdtobecdled dhaos)
Led 2 (Rgoetdde)
Led 3(Ddined)
Led 4(Meneged)
Led 5(Qaimssda Gadike)

ThaeaeaandIgausd led 5inthewald around hdf o themin

Indg, (Whotakesditwaerededaamat ala noresaiady thenwedo).
BUT ... whet aoout Linux ?



TheOVMM leAds

Optimised

Managed

N

Full statistical process
control; metrics used for
defect prevention

Defined

N

Process database, process
metrics collected and
anaysed; risks managed

N

Process focus, software

Repeat able engineering process group:
training program throughout

. Project planning, tracking;

Chaotic softwar e quality assurance,

configuration management
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Dosditwerequdity intistiveshdp... ?
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Theraured lecd lidality

+

Crrat

SphanaGomouing v. Allied Gdledtion Aganaes (1985
(Court o Agpedl)
S. Allben’ sQty Gounal v. 1AL (1996) (Court o Agpedl)

Tatd redigeee
2
Had . lidality, (GA8Y)

?




Theraured lecd lidality

rirat by, SNGS
Goods are covered by SGA 1979, SSGA 94
Implied terms for satisfactory quality and fitness for purpose
Services are covered by SGSA 82

“Reasonable skill and care”. Thisisrather less onerous for the
developer.

In its present form, the relationship of the law to software is
uneasy.



Theraured lecd lidality

Grrat (Snendes

Bypassing the Goods v. Services debate, the Court of A ppeal in St. A lbansv. ICL unanimously agreed to
infer the existence of an implied term for quality and fitness for purpose in acontract for the supply of
software howsoever transmitted. (ThisfollowsLord Pearson’s decision in Trollopeand CollsLtd. V.

North West Metropolitan Regional Hospital Board).

In Saphenav. Allied Collection A gencies, Mr. Recorder Havery QC also implied afitnessfor purpose
term in acontract essentially for servicesand also stated:-

“Further, even programs that are reasonably fit for their purpose may contain bugs.”
Staughton LJfurther added:-

“...softwareis not a commodity which is delivered once, only once and once and for all, but one

which will necessarily be accompanied by a degree of testingand modification ...".



Theraured lecd lidality

Tatd redigpe

No cases so far (although analogous casesin maritime law)

Negligence must be proved by plaintiff (non-strict liability)

Standard tests
Duty of care, (‘neighbour in law’ but morerestrictivein European law generally)
Standard of care

Qualifications attract a higher standard of care as doesincreased risk. |IEC 61508
also correlates standard of care with risk(SIL level). They may also lead to increased
liability for economic loss.

Failure to observe areasonable standard of careresolved by expert witnessesin UK.

Departures from astandard code of practice may not necessarily constitute
negligence, (Kelly v. Mears and Partners (1983)).

Defect and damage caused
Foreseeability

In the opinion of some experts, software poses no new questions for the tort of negligence.



Difficutieswith expat withesses

Expat withessssin I T cendffer by unusud arounts

In Saphena v Allied Collection Agencies, the court specifically
commented on the relative quality of the testimony of the two expert
witnesses

In Missing Link Software v. Magee (1989), the expert witnesses
disagreements prompted the judge to comment on one witness’s report
using phrases such as ‘fundamental errors’, ‘no person of reasonable
common sense’, ‘an error of which even a schoolboy would be shamed’,
‘attempting to mislead the court’, and then he really let himself go.



Diffiaitiesd faressality

An examplefrom real life, Airbus A320 AF319, 25/8/88, (M ellor
(1994)):-

«e MAN PITCH TRIM ONLY, followed in quick succession by ...
. Faultin right main landing gear

. Fault in electrical flight control system com puter 2

. Fault in alternate ground spoilers 1-2-3-5

. Fault in left pitch control green hydraulic circuit

. Loss of attitude protection

. Faultin Air Data System 2

. Autopilot 2 shown as engaged when it was disengaged

«.LAVATORY SM OKE



Difficutieswith insurance

*

Cots— limtedaly by theimegreion. Trytdlingthistoaninaure.
Thiswesacontinuing boned contentian thraughout Svege Assoaaian v,
CAPHnenad SavicssLtd (1990) (covered cday out nat condetefalure
toddiver agygam).
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Pracit lislity (CPASY)
No cases so far
Liability without fault, (strict liability)
Not obvious it even applies to software, (defines a product as goods or
eectricity whatever this means)
Provides a number of defences including the controversial ‘development

risks defence’, although in the opinion of a number of experts, e.g.
Lloyd (1997), these give scant comfort to software developers.



Condugas

L lidlity
Software should have alegal definition and regime, probably sui generis

In their present form, both CPA87 and the law of tort seem peculiarly
divorced from software, (still no cases)

The lack of relationship between ‘best practice’ processes and product
reliability does not help with certification initiatives

Dramatic variation between expert witnesses is probably a symptom of
I'T being more of afashion industry than having anything to do with
engineering. Thisis something for the IT industry to address as a
matter of urgency

If litigation plays a part for example by enforcing insurance, software
procurement costs will rise dramatically.
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